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Abstract—CRLite is a low-bandwidth, low-latency, privacy-
preserving mechanism for distributing certificate revocation
data. A CRLite aggregator periodically encodes revocation
data into a compact static hash set, or membership test, which
can can be downloaded by clients and queried privately. We
present a novel data-structure for membership tests, which
we call a clubcard, and we evaluate the encoding efficiency of
clubcards using data from Mozilla’s CRLite infrastructure.

As of November 2024, the WebPKI contains over 900
million valid certificates and over 8 million revoked certificates.
We describe an instantiation of CRLite that encodes the revoca-
tion status of these certificates in a 6.7 MB package. This is 54%
smaller than the original instantiation of CRLite presented at
the 2017 IEEE Symposium on Security and Privacy, and it is
21% smaller than the lower bound claimed in that work.

A sequence of clubcards can encode a dynamic dataset like
the WebPKI revocation set. Using data from late 2024 again,
we find that clubcards encoding 6 hour delta updates to the
WebPKI can be compressed to 26.8 kB on average—a size that
makes CRLite truly practical.

We have extended Mozilla’s CRLite infrastructure so that
it can generate clubcards, and we have added client-side
support for this system to Firefox. We report on some per-
formance aspects of our implementation, which is currently
the default revocation checking mechanism in Firefox Nightly,
and we propose strategies for further reducing the bandwidth
requirements of CRLite.

1. Introduction

The WebPKI is a set of technologies, organizations, stan-
dards, and procedures that convey trust in TLS certificates.

The problem of distributing trust is largely solved. Web
browsers and operating systems are packaged with sets of
root certificates (trust stores) and with software for building
and validating paths from TLS server certificates to those
trust stores. Trust stores are small—just a few megabytes
of data—and they are not modified frequently, so changes
to trust stores can be incorporated into the regular software
update cycle.

The problem of revoking trust is more subtle, as
the number of server certificates far exceeds the number
of roots. A full collection of certificate revocation lists
(RFC 5280 CRLs [1]) for the WebPKI is several hundred

megabytes. Worse yet, the WebPKI CRLs change rapidly:
tens of thousands of certificates are added each day, and
a similar number are removed due to expiry. It would be
prohibitively expensive for a software vendor to ship a full
set of CRLs even once in their update cycle—let alone to
ship fresh CRLs regularly. It would also be prohibitively
expensive for CAs to serve CRLs directly to users. In 2014,
Cloudflare estimated that one CA’s monthly bandwidth bill
increased by $400,000 USD [20] due to certificates revoked
in response to Heartbleed.

Fortunately, clients do not need a full listing of all
revoked certificates in order to check the revocation sta-
tus of any particular certificate. The CRLite proposal by
Larisch, Choffnes, Levin, Maggs, Mislove, and Wilson [12]
encodes the full WebPKI revocation set into a compact
hash set implemented as a many-level cascade of Bloom
filters. In 2017, the authors of [12] estimated that CRLite
could distribute revocation data to users with an initial 10
MB download followed by a 580 kB daily update. Mozilla
implemented CRLite shortly after it was proposed, and the
system has been available under an experimental feature flag
since Firefox 69 [8, 11].

As the WebPKI has grown, so has the size of Bloom
filter cascades and delta updates. By mid-2024, the average
cascade published by Mozilla’s CRLite service was approx-
imately 18 MB; and daily delta updates were 800 kB1. The
service would typically publish a new Bloom filter cascade
every 10 days, so Firefox users who enabled CRLite could
expect to download approximately 26 MB of revocation data
over any 10 day period. This large bandwidth requirement
is one reason that CRLite has never been enabled by default
for all Firefox users.

At Real World Crypto 2022 Mike Hamburg presented
membership tests based on two-level cascades of frayed
ribbon filters [10]. Hamburg estimated that using these
membership tests in CRLite would reduce the size of CRLite
artifacts by 40%. He also noted that his construction comes
within 11% of an information theoretic lower bound on the
size of a membership test.

1. Mozilla did not implement the delta update strategy from [12]. Instead
they published a list of recently revoked certificates every six hours. They
would clear the collection of delta updates and publish a new Bloom filter
cascade either every 10 days or when the collection of delta updates grew
to be larger than the published Bloom filter cascade.



In the present work, we observe that this lower bound
can be circumvented in the context of the WebPKI2. The
lower bound assumes that the set of revoked certificates is
chosen uniformly at random. In practice, certificates from
some issuers are more likely to be revoked than others, and
revocation rates also vary over time. We find that we can
produce very compact membership tests by conditioning on
these non-uniformities. In essence, we first partition the set
of known certificates into blocks—e.g. by issuer or by issuer
and expiry date—and we then encode separate membership
tests for each block. With this strategy we are able to reduce
the size of CRLite artifacts by more than a factor of two.

Our contributions are as follows:
1) We describe a novel data structure for membership

tests that we call a clubcard (Section 3). A clubcard
is a two-level cascade of stitched ribbon filters3 that
is enriched with metadata that describes a partition
of the encoded set.

2) We describe an instantiation of clubcard for the
WebPKI, and an instantiation of CRLite that uses
clubcard-based membership tests (Section 4).

3) We describe the performance characteristics of
our CRLite instantiation using real data from the
WebPKI from late 2024 (Section 5). We consider
two partitioning strategies: partitioning by issuer, and
partitioning by issuer and hour-of-expiry. We gener-
ate issuer partitioned clubcards that are, on average,
54% smaller than Bloom filter cascades for the same
data. We show that partitioning by issuer and hour-
of-expiry could reduce size even further.

4) We evaluate our CRLite instantiation by adding
client-side support for clubcards to Firefox Nightly.
We find that we can deliver users a fresh view of
the WebPKI revocation set with a 6.7 MB download
every 22 days and a 26.8 kB download every 6
hours in-between. We find that our membership tests
contain information about 93% of the certificates that
Firefox Nightly users encounter. And we find that
CRLite improves a key network performance metric
by ∼ 15%, primarily by reducing the number of
OCSP requests that Firefox performs.

5) We compare clubcard-based CRLite against several
other revocation checking systems, and we outline
some promising avenues for further improvements
(Section 6).

While our focus is on the application of clubcards to
CRLite, we provide a permissively-licensed (MPL 2.0) Rust
library for constructing and querying arbitrary clubcards

2. Credit for this observation should be shared with Hamburg, who
was aware that the lower bound only applied when revocations were
independent and identically distributed. Hamburg did not have access to
real-world data when he was preparing [10], but he suggested to us [9]
that producing separate membership tests for each issuer might reduce the
bandwidth costs of CRLite.

3. Clubcards can be instantiated using any linear algebraic retrieval
function. Stitched ribbon filters are new to this work, and they may have
independent applications. We chose not to use Hamburg’s frayed ribbon
filters due to the cost of solving the associated linear systems.

(https://github.com/mozilla/clubcard) which may have other
applications. Our instantiation of clubcard for the WebPKI
(https://github.com/mozilla/clubcard-crlite), as well as our
improvements to Mozilla’s CRLite implementation (https:
//github.com/mozilla/crlite), and Firefox (https://hg.mozilla.
org/mozilla-unified) are also made freely available.

2. Preliminaries

2.1. Notation

We denote the set of r-element subsets of an n-element
set U by

(
U
r

)
. The size of this set is given by the binomial

coefficient
(
n
r

)
. The binary strings of length at most k are

denoted {0, 1}≤k. All logarithms are to base 2.

2.2. Asymptotics of binomial coefficients

The following lemma, which expresses log
(
n
r

)
in terms

of the binary entropy function, H
(
p
)
:= −p log p − (1 −

p) log (1− p), is useful for building intuition for the asymp-
totic behavior of binomial coefficients and the optimal size
of membership tests.

Lemma 1. The logarithm of a binomial coefficient can be
expressed as

log

(
n

r

)
= nH

(
r/n

)
+O

(
log n

)
.

The error term can be reduced to O
(
log r

)
in the case

r ≪ n.

Proof: Apply Stirling’s approximation, log n! =
n log n − n log e + O

(
log n

)
, to each term in log

(
n
r

)
=

log n!−log r!−log(n−r)! and simplify. For the r ≪ n case
refine the O

(
log n

)
error term in Stirling’s approximation to

1
2 log(2πn) + O

(
1/n

)
.

The approximation given in [12] for the case of r ≪ n is

log

(
n

r

)
≈ r log n/r + 1.44r. (1)

This can be derived from Lemma 1 by writing
nH

(
r/n

)
= r log(n/r)−(n−r) log (1− r/n) and expand-

ing − log (1− r/n) = (log e) r/n+O
(
r2/n2

)
.

2.3. Lower bounds on set encodings

How much space is needed to represent a set? Carter,
Floyd, Gill, Markowsky, and Wegman initiated the study of
this question in [2]. We recall their lower bound and state
some simple corollaries of it.
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Generic subset encoders. Suppose that encr :
(
U
r

)
→

{0, 1}≤k is injective, i.e. suppose that encr unambiguously
encodes the r-element subsets of U as binary strings of
length at most k. Since there are only 2k+1− 1 such binary
strings, we have k+1 ≥ log

((
n
r

)
+ 1

)
. In other words, there

exist R for which encr(R) is Ω
(
log

(
n
r

))
bits in length.

The same counting argument establishes that the average
length of encr(R), over a uniform choice of R, must also
be Ω

(
log

(
n
r

))
.

Type-aware subset encoders. There is no non-trivial lower
bound on the bit-length of encr(R) when R is fixed. But
we can often derive a non-trivial lower bound when R is
drawn from a specific distribution.

Suppose that π = {Ui}i is a partition of U into non-
empty blocks of size ni = |Ui|. Let ri = |R ∩ Ui| be the
number of elements of R that lie in block i. We say that
the ordered list r⃗ = (ri)i is the type of R with respect
to the partition π. A type-aware encoder is some function
encπr⃗ :

∏
i

(
Ui

ri

)
→ {0, 1}≤k that unambiguously encodes

type r⃗ subsets of U as binary strings of length at most k.
Using the same counting argument as before, we have k =
Ω
(∑

i log
(
ni

ri

))
.

From Lemma 1 we see that a type-aware encoder must
use at least ∑

i

ni H
(
ri/ni

)
+O

(
log ni

)
(2)

bits for some set in its domain. The strict concavity of the
entropy function suggests that this quantity may be smaller
than nH

(
r/n

)
for some partitions.

2.4. Linear algebraic membership tests

A linear algebraic membership test is a set encoding
that is queried by evaluating one or more linear functions.
In this section, we recall some basic concepts that underlie
state-of-the-art linear algebraic membership tests.

Linear algebraic k-bit retrieval functions. Consider an
n-element universe U and a function b : U → Fk

2 that
associates k bits of information with each element of U .
There is a well-known way to encode b using linear al-
gebra [3, 14, 19, 21]. Let h be a hash function that, for
some positive integer d, maps elements of U to subsets of
[0, d−1]. We can view h(u) (or, more properly, its indicator
function) as a d-dimensional vector over F2. Let H denote
the n×d matrix (h(u))u∈U and let B denote the n×k matrix
(b(u))u∈U . If some d× k matrix X satisfies H · X = B,
then any party with knowledge of h and X can retrieve the
k bit value b(u) by computing h(u) · X. The pair (h,X)
is a k-bit retrieval function.

Exact membership tests. Suppose that R is some subset of
U and that b(u) = 0 if and only if u ∈ R. A one-bit retrieval
function (h,X) that encodes b is an exact membership test
for R. Note that one-bit retrieval functions are not necessar-
ily compact: the vector X is at least d ≥ n bits, which may

be much larger than the lower bound (Equation 1) when |R|
is small.

Approximate membership query filters. An approximate
membership query (AMQ) filter for R perfectly encodes
some set S that contains R. With r = |R| and s = |S|,
the false positive rate of an AMQ filter is (s− r)/(n− r).
Dietzfelbinger and Pagh observed that AMQ filters can be
constructed from linear retrieval functions [3]. With the
same setup as above, if X ∈ Fd×k

2 solves the system(
h(u) ·X = 0n×k

)
u∈R

(3)

then (h,X) is an AMQ filter for R. The false positive rate
of (h,X) is, heuristically, equal to 2−k. The rationale being
that if X were uniformly random, then for any fixed u ∈
U \R with nonzero h(u) we would have Pr[h(u) ·X = 0] =
2−k. This intuition can be made rigorous for some choices
of d and h, in particular those satisfying Theorem 2 below.

Ribbon retrieval functions. A ribbon retrieval function
is a k-bit retrieval function where h has a special form.
Specifically, there is a constant w (the ribbon width) and a
function s : U → [0, d − w − 1] (the offset function) such
that h(u) ⊆ [s(u), s(u)+w− 1]. In other words, each h(u)
is clustered in a width-w subinterval of [0, d− 1].

The following theorem shows that ribbon retrieval func-
tions can be used to efficiently construct compact member-
ship tests and AMQ filters. The theorem first appears as
Theorem 2 in [4], but our presentation is closer to Theorem
3.1 of [6].
Theorem 1 (Thm. 3.1 of [6]). For any constant 0 < ϵ < 1

2 ,
if w = (log n)/ϵ and n/d = (1 − ϵ), then with high
probability the linear system (h(u) · X = b(u))u∈U is
solvable for any k ∈ N and any b : U → Fk

2 . Moreover,
after sorting (h(u))u∈U by s(u), Gaussian elimination
can compute a solution X in expected time O

(
n/ϵ2

)
.

An AMQ filter (h,X) that is constructed in alignment
with Theorem 1 with b(u) = 0 for all u is called a ho-
mogeneous ribbon filter. The following theorem establishes
the additional conditions on ϵ and w that are necessary for
a homogeneous ribbon filter to have a small false positive
rate.
Theorem 2 (Thm 3. of [5]). For any k ∈ N and 0 < ϵ < 1

2 ,
then there is a w ∈ N with w

max(k,logw) = O
(
1/ϵ

)
such

that a homogeneous ribbon filter with ribbon width w
has false positive rate ≈ 2−k.

Constructing ribbons. A series of works culminating in
[6] describe an “on-the-fly” variant of Gaussian elimination
that is compatible with Theorem 1. We recall the algorithm
here, as we will use a variant of it in Section 3.

When h has the special form required for a ribbon
retrieval function, we can describe h(u) by some tuple
(s(u), c(u)) where s ∈ [0, d− w − 1], c ⊆ [0, w − 1], and

h(u) = {s(u) + i : i ∈ c(u)}.

3



There may be more than one representations of h(u) in this
form, so it is useful to single out a canonical choice. To that
end, we can define the aligned representative of a non-empty
h(u) to be the unique value (s∗(u), c∗(u)) compatible with
s∗(u) = minh(u). (If one prefers to think of h(u) as a row
vector, then s∗(u) is the index of its leftmost 1 and c∗(u) is
the block of w coefficients starting at index s∗(u).) In the
special case of h(u) = ∅ we define s∗(u) = 0.

A linear system (h(u) ·X = b(u))u∈U can be repre-
sented by the set of triples {(s(u), c(u), b(u)) : u ∈ U}. If
the corresponding s∗(u) values are distinct, i.e. if the system
is upper triangular, then these triples can be represented by
an array, M , of length d where M [s∗(u)] = (c∗(u), b(u)).
Such a system can be solved in linear time by back-
substitution.

In practice, the s∗(u) are unlikely to be distinct.
However, we may be able to find an equivalent upper-
triangular system of equations using Gaussian elimination.
The ReducedSystem algorithm below does just that. It is
essentially the Ribbon algorithm from [6], but it additionally
keeps track of equations that fail the insertion step.

ReducedSystem(U, h, b):

1) Let M be an array of length d where each entry is
initialized to (∅, 0).

2) Let F = ∅.
3) For u ∈ U :
4) Let (s, c) be the aligned representative of h(u).
5) Call InsertEquation(M, s, c, b(u)).
6) If the call to InsertEquation returned

inconsistent, add u to F .
7) Return M , F .

InsertEquation(M, s, c, b):

1) If (c, b) = (∅, 0), return redundant.
2) If (c, b) = (∅, 1), return inconsistent.
3) Let (cs, bs) = M [s].
4) If cs = ∅, set M [s] = (c, b) and return inserted.
5) Replace (s, c) with the aligned representative of

(s, c⊕ cs) and replace b with b⊕ bs.
6) Call InsertEquation(M, s, c, b).

A detailed analysis of InsertEquation can be found in [6]
(where it is labeled Algorithm 1).

Two-level cascades. Hamburg’s two-level cascade
construction [10] builds an exact membership test from a
pair of linear algebraic retrieval functions. The “levels” of
the cascade are (1) an AMQ filter that encodes a set S
that contains R, and (2) a one-bit retrieval function that
encodes R as a subset of S. We summarize the construction
as the TwoLevelCascadek algorithm below. We leave k
as a free parameter, but one should think of k as being
⌊log((n− r)/r)⌋ so that |S| = O

(
|R|

)
.

TwoLevelCascadek(U,R):
1) Construct a AMQ filter (h,X) for R with false

positive rate 2−k.
2) Enumerate the set S = {u ∈ U : h(u) ·X = 0}.
3) Construct a one-bit retrieval function (g,y) encoding

R ⊆ S.
4) Output (h, g,X,y).

To see that (h, g,X,y) is a membership test for R, note
that any party with knowledge of this tuple can determine
whether some u is in R by checking whether both h(u) ·X
and g(u) · y are equal to zero.

Since (h,X) has a false positive rate of 2−k, the set
S is of expected size r + (n − r)/2k. If we instantiate
TwoLevelCascadek using ribbon filters with parameters w
and ϵ that are compatible with Theorems 1 and 2, and we
take k = ⌊log ((n− r)/r)⌋, the pair (X,y) is of expected
size

(1 + ϵ)(rk + r + (n− r)/2k). (4)

This compares favorably with Eq. 1. In fact, by numerical
evaluation, we find that the ratio of Equation 4 and log

(
n
r

)
is

no more than 1.11 · (1+ ϵ) for r < n/2. In any membership
test, we can choose to encode R or U\R by keeping track of
one bit of additional metadata. As such, 1.11·(1+ϵ) bounds
the overhead for all r. Advanced constructions of ribbon
retrieval functions, e.g. the Bumped ribbons of [5] or the
Frayed ribbons of [10], can achieve ϵ < 0.01. This suggests
that TwoLevelCascade can produce membership tests that
are within ≈ 12% of the optimal size.

3. The clubcard datastructure

A clubcard is a membership test for a partitioned uni-
verse based on Hamburg’s two-level cascade construction.
Partitioning allows clubcards to be type-aware in the sense
of Section 2.3, and this allows clubcards to be significantly
smaller than generic set encodings.

Throughout this section, I is an arbitrary index set for
the blocks of a partitioned universe U ⊣ {Ui}i∈I . The
elements of I are the block identifiers. The encoded set is
denoted R. The portion of the encoded set that lies in block
i is denoted Ri = Ui ∩R.

Formally, a clubcard is a 6-tuple (InUniverse, BlockId,
BlockMeta, U, X, y). The U term is a description of the
universe U and the partition {Ui}i∈I . The X and y terms are
matrices over F2. The remaining components are algorithms
with the properties below.

• InUniverse(U, u): takes a bitstring u and returns
true if u describes4 an element of U and false
otherwise.

• BlockId(U, u): takes a bitstring u that describes an
element of U and returns the index i ∈ I of the
block Ui that contains that element. (Optionally, this

4. It is often useful for u to contain more information than is strictly
necessary to represent an element of U , so we do not require the bitstrings
accepted by InUniverse to be one-to-one with elements of U .
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function can return ⊥ to signal that block i is not
encoded.)

• BlockMeta(i): takes an index i ∈ I and returns the
metadata necessary for evaluating Ri-membership.
This includes a pair of hash functions hi : Ui →
domX and gi : Ui → domy as well as a (small)
set of exceptional elements Fi ⊂ Ui \Ri.

To determine whether some bitstring u describes an element
of R, one runs the following algorithm.

Query(U, u):

1) If ¬ InUniverse(U, u), return not in universe.
2) Let i← BlockId(U, u).
3) If i = ⊥, return no data.
4) Let (hi, gi, Fi)← BlockMeta(i).
5) If hi(u) ·X ̸= 0, return non-member.
6) If gi(u) · y ̸= 0, return non-member.
7) If u ∈ Fi, return non-member.
8) Return member.

3.1. Constructing clubcards

We can generate the values hi, gi, X, and y that appear
in Query by “stitching” several ribbon filters together. We
will first describe a simplified version of this stitching
procedure that uses the TwoLevelCascade algorithm from
Section 2.4 as a black box. We then describe some optimiza-
tions that can be made by unpacking TwoLevelCascade.

Warm-up: block diagonal stitching. Define the rank of
block i to be

ki :=

{
0, if ri = 0 or ri ≥ ni/2⌊
log ((ni − ri)/ri)

⌋
, otherwise,

(5)

and let k = maxi ki. Without loss of generality, we can
assume that the block identifiers are presented in descending
order by rank, so k = k1. This will simplify our indexing
and provide some space-saving opportunities later.

For each i ∈ I let (h′
i, g

′
i,X

(i),y(i)) =
TwoLevelCascadeki

(Ui, Ri). For the purpose of this
warm-up, we will assume that all of the implied ribbon
filters are constructed without error, so we will have Fi = ∅
for all i. We would like to define a set of hash functions
{hi}i and a matrix X such that hi(u) · X = h′

i(u) · X(i)

for all i and u ∈ Ui. Toward that end, define X to be the
vertical concatenation of the X(i) (right-padding X(i) to k
columns with zeros if necessary). The matrix X(i) has di
rows and is embedded at row δi in X where δi =

∑
j<i dj .

We obtain a satisfactory hi by simply “shifting” the entries
of h′

i(u) by δi positions:

hi(u) = {δi + j : j ∈ h′
i(u)}.

To see that hi(u) ·X = h′
i(u) ·X(i), let x to be any column

vector of X, and let x(i) to be the corresponding column of
X(i). We have

hi(u) · x =
∑

j∈hi(u)

xj =
∑

j∈h′
i(u)

xδi+j

=
∑

j∈h′
i(u)

x
(i)
j = h′

i(u) · x(i).
(6)

The construction of the hash functions gi and the vector y
is identical, as is the proof that

gi(u) · y = g′i(u) · y(i). (7)

From Equations 6 and 7 and the correctness of
TwoLevelCascade we have that the following are equivalent:
(1) u ∈ R, (2) h′

i(u) · Xi = 0 ∧ g′i(u) · yi = 0, (3)
hi(u) ·X = 0 ∧ gi(u) · y = 0.

Stitching ribbons. In the above construction, the matrix
X(i) is obtained by solving some upper triangular system
M (i) which is output by ReducedSystem(Ri, h′

i, b). Rather
than define X as the concatenation of the X(i), we could
define M as the concatenation of the M (i) and define X as a
solution to the system described by M . In doing so, we can
see that the offsets, δi =

∑
j<i dj , used above are slightly

suboptimal: there may be empty rows (entries of the form
(∅, 0)) at the end of M (i) which could have been removed
without impacting the solubility of the system. Every row
of M adds at least one bit to the size of X, so removing
these empty rows would reduce the size of our membership
tests.

The process of removing empty rows from M (i) and
concatenating M (i) and M (i+1) is an example of stitching
M (i) and M (i+1). In full generality, a tail of t equations can
be removed from M (i) and stitched into M (i+1) by calling
InsertEquation(M (i+1), j,M (i)[di− t+ j− 1]) sequentially
with j ranging from 0 to t. If any insertion step returns
inconsistent, the changes to M (i) and M (i+1) can
either be rolled back, or the corresponding set element can
be added to Fi. This process can be attempted for several
values of t to maximize the number of stitched equations.
Equations that are successfully moved from M (i) to M (i+1)

can be deleted from M (i).
The hash functions hi are defined similarly to the block-

diagonal stitching case above. The only difference is that the
δi offsets record the position of M (i) in M rather than the
position of X(i) in X.

Handling insertion errors. As observed in [6], the calls to
InsertEquation(M, s, c, b) made in the construction of a
homogeneous ribbon filter never fail, since each call starts
with b = 0. Likewise, when constructing y, we can insert
elements of R (which have b = 0) before inserting elements
of S\R. This guarantees that any failure that occurs involves
an element of S \ R and not an element of R. The set of
insertion failures, Fi, that occurred while constructing y(i),
or as part of stitching, is stored in BlockMeta(i) and checked
in Query.
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Omitting zeros. Because we have assumed that the block
identifiers are sorted by descending value of rank, the matrix
X will have a staircase-shaped region of zero coefficients in
its bottom right corner. These zero coefficients do not need
to be encoded explicitly.

Rank zero blocks. If block i has rank zero (ki = 0)
then hi(u) · X = 0 for all u in Ui. This means that
|Si| = |Ui|. In this case, it may be more efficient to encode
Ui \Ri than to encode Ri. Our implementation handles this
case by conditionally exchanging the non-member and
member returns in Query based on an inverted flag
stored in BlockMeta(i). The inverted flag also enables
a compact encoding of empty blocks. During construction,
if |Ri| = 0 we set ki = 0 (Eq. 5) and we set the
inverted flag in BlockMeta(i). The result is that block
i occupies zero rows of X and y, and yet Query(U, u) still
correctly returns non-member for all u ∈ Ui.

Putting it all together. The full clubcard construction is as
follows.

1) Select hash functions h′
i.

2) Decide whether to encode Ri or Ui \Ri and record
the inverted flag in BlockMeta(i).

3) Construct the upper triangular systems M (i).
4) Stitch the M (i) together to form the upper triangular

system M , and record the offsets necessary to define
hi in BlockMeta(i).

5) Solve M by back-substitution to obtain X.
6) Enumerate the sets Si = {u ∈ Ri : hi(u) ·X = 0}.
7) Select hash functions g′i.
8) Construct the upper triangular systems N (i) by in-

serting all elements of Ri before inserting any el-
ements of Si \ Ri. Record any failure to insert
an element of Si \ Ri in the Fi component of
BlockMeta(i).

9) Stitch the N (i) to form the upper triangular system
N , and record the offsets necessary to define gi in
BlockMeta(i).

10) Solve N by back substitution to obtain y.
Lines 5 and 10 take linear time in |R| and |S| respectively.
All of the other steps can be performed in parallel over the
blocks of the partition. In particular, the Gaussian elimina-
tion steps, which take time O(ri/ϵ

2) and O(si/ϵ
2), can be

performed in parallel.

4. Clubcards for the WebPKI
We can now describe our instantiation of clubcards for

the WebPKI revocation set. Specifically, we describe the
choice of the hash functions h′

i and g′i as well as the de-
scription of the universe and a partition of that universe. We
begin by recalling a few details about the CRLite aggregator
role in order to motivate our choices.

4.1. CRLite aggregator

Our CRLite implementation largely follows [12]. The
aggregator monitors a dynamic collection of RFC 6962 [13]

certificate transparency logs (CT logs) to discover known,
non-expired, certificates. Each entry in a CT log has (1)
a timestamp and (2) a certificate chain. The entries are
ordered—each entry has a well-defined position, or index, in
the log—but they are not necessarily ordered by timestamp.
An entry’s timestamp is only a promise that the entry will
be publicly visible in the log before the end of the next
“merge window.” The length of a merge window is called the
maximum merge delay (MMD) of the log, and is typically
24 hours.

We denote the end-entity certificate at index j in log i by
certi,j and the corresponding issuing certificate by issueri,j .
Upon reading index j in log i, our CRLite aggregator stores
the following data in persistent storage:

• Issuer SPKI Hash: the SHA-256 hash of the
DER encoded RFC 5280 Subject Public Key Info [1]
of issueri,j .

• Serial Number: the DER encoded RFC 5280
Certificate Serial Number [1] of certi,j with the tag
and length octets removed.

• Not After Hour: the expiry date of certi,j trun-
cated to the hour.

Our aggregator also tracks of the following data about each
CT log that it monitors:

• Min Index, Max Index: The smallest and
largest indices read from the log.

• Min Timestamp, Max Timestamp: The small-
est and largest timestamps observed.

• MMD: The maximum merge delay of the log.
This is all of the data that our aggregator stores about known
certificates and CT logs. Our aggregator obtains a list of
revoked certificates by periodically fetching CRLs that have
been disclosed to the Common CA Database in accordance
with Mozilla Root Store Policy.5

4.2. Clubcard universe and partition metadata

When constructing a clubcard, our aggregator
takes the universe U to be the set of tuples
(IssuerSPKIHash, SerialNumber) corresponding to
known, non-expired, certificates that it observed in CT
logs. It describes U by a bitstring U that encodes

1) A list of timestamp intervals described by tuples of
the form

(i, MinTimestampi, MaxTimestampi)

where i is the RFC 6962 LogID of a CT log.
2) A list of distinct Issuer SPKI Hash values.

We say that U covers a timestamp t from log i if the
timestamp interval for log i in U satisfies

MinTimestampi + MMDi ≤ t ≤ MaxTimestampi − MMDi.

5. This is a change from [12], which pre-dated the disclosure require-
ment in Section 4.1 of Mozilla’s root store policy [18]. Mozilla’s earlier
instantiation CRLite discovered CRL distribution points through certificate
transparency logs. This earlier CRLite instantiation was severly limited by
the fact that some CAs, including Let’s Encrypt, were only publishing
revocations through OCSP.
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The MMDi offsets are necessary because, as mentioned above,
timestamps may not increase monotonically with the log
index.6

The inputs to Query are U and a bitstring u that describes
a certificate. The exact encoding of u is immaterial, but
it must include (1) Issuer SPKI Hash, (2) Serial
Number, and (3) one or more log id and timestamp tuples.
The implementations of InUniverse and BlockId are as
follows.

InUniverse(U, u):
1) Parse IssuerSPKIHash, SerialNumber, and

Timestamps from u.
2) Return true if U covers a timestamp in

Timestamps and false otherwise.

BlockId(U, u):
1) Parse IssuerSPKIHash and SerialNumber from u.
2) Return ⊥ if IssuerSPKIHash does not appear in U.
3) Return IssuerSPKIHash.

Note that we could reject unrecognized issuer SPKI hashes
in InUniverse, but performing the test in BlockId gives us
a return code that differentiates this case from a coverage
failure. This is useful if one needs to selectively exclude an
issuer from a clubcard.

4.3. The hash functions

The hash function hi is encoded in BlockMeta(i) as
an offset s and a modulus m for the CRLiteRibbonHash
algorithm below. The hash function gi is encoded similarly.

CRLiteRibbonHash(u, s,m):
1) Parse IssuerSPKIHash, SerialNumber, and

Timestamps from u.
2) Let a be SHA256(IssuerSPKIHash ∥ SerialNumber).
3) Let t be the high 64 bits of a when a is viewed as an

unsigned little-endian integer.
4) return (s+ (t mod m), a)

While hi and gi will use different values of s and m, the
a component of the output of CRLiteRibbonHash(u, s,m)
depends only on u. As such, the SHA256 evaluation can be
cached while evaluating hi(u) and re-used while evaluating
gi(u). The a value can also be re-used in queries to several
distinct WebPKI clubcards.

In the language of ribbon retrieval functions,
CRLiteRibbonHash(u, s,m) has a ribbon width of
w = 256 and an offset in [s, s+m+ 256− 1].

Theorems 1 and 2 are expressed in asymptotic terms
and are not sufficient to determine a concrete value of

6. We would like to define coverage in terms of MinIndexi and
MaxIndexi, but the signed certificate timestamps (RFC 6962 SCTs [13])
used in calls to InUniverse do not include the index of the certificate. The
Static Certificate Transparency API [23, 24] will change this.

ϵ compatible with w = 256. In practice, we have had
good results using a fixed value of ϵ = 0.02, which is
approximately (logw)/w. We take m = (1 + ϵ) |Ri| for hi

and m = (1+ϵ) |Si| for gi. We use s = 0 while constructing
the linear systems for each block (i.e. for the hash functions
h′
i and g′i), and we update s after stitching.

4.4. Delta updates

Given two snapshots of the WebPKI (U (1), R(1)) and
(U (2), R(2)), our aggregator encodes the change in the re-
vocation set between the two snapshots as a clubcard for
R(2) \R(1) as a subset of U (2).

Some care must be taken when combining the results
from querying multiple clubcards. Given a set of clubcards
encoding a full snapshot and any number of delta updates,
one can determine the revocation status of a certificate by
running Query on each clubcard and returning the result
with the highest precedence. The precedence order on return
codes is member > non-member > no data > not in
universe.

5. Evaluation

We have added support for clubcard-based CRLite to
Mozilla’s CRLite backend and to Firefox. Clubcard-based
CRLite is the default revocation checking mechanism for
Firefox Nightly users as of version 134. In this section
we report on various characteristics of the system that we
have observed through telemetry and experiments with these
users. All of information reported here was collected in
accordance with Mozilla’s Data Privacy Principles [16] and
the Mozilla Privacy Policy [17].

Coverage. We have found that approximately 93% of all
revocation checks performed by Firefox Nightly users are
performed with CRLite. Of the remaining revocation checks,
5% are for certificates that are not covered by the clubcards
that the user has downloaded, and 2% are performed by
users that have not downloaded any clubcards.7 We do not
have a detailed breakdown of the 5% of uncovered certifi-
cates, but these are likely a combination of new certificates
and certificates from private CAs.

Firefox has several revocation checking mechanisms that
it will attempt to use if CRLite is not enabled. In priority
order, Firefox will use a stapled OCSP response (28%
of revocation checks), a cached OCSP response (55% of
revocation checks), or it will perform a synchronous OCSP
request (17% of revocation checks). With CRLite enabled,
the percentage of revocation checks serviced by each of
these mechanisms drops to 2%, 3%, and 2% respectively.

7. Firefox distribution binaries do not currently include a clubcard. Some
users also disable the Remote Settings mechanism that is used to distribute
clubcards.
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Performance. Our CRLite aggregator is able to generate a
clubcard, and verify the revocation status of every certificate
in the WebPKI, in approximately 300 seconds on a Ryzen
3975WX with 64GB of RAM.

Querying a collection of clubcards involves a single
SHA256 evaluation and a number of memory accesses and
arithmetic operations that grows linearly with the size of the
collection. The process takes approximately 10 microsec-
onds per clubcard on a wide range of CPUs.

In an experiment in Firefox 130, we found that enabling
CRLite decreased average TLS handshake time from 172.4
ms to 143.4 ms (−16.8%). The improvement primarily
comes from avoiding synchronous OCSP requests.

Membership test and delta update size. The sizes of
membership tests and delta updates published by Mozilla’s
CRLite infrastructure in October and November 2024 can
be found in Figures 1 and 2 respectively.

Taking data from October 31 as an example, Mozilla’s
CRLite backend observed 903 million live certificates and
8.7 million revoked certificates. It generated a 7.0 MB
clubcard for this set. It also generated delta updates every 6
hours in the week that followed. The average uncompressed
size of one of these delta updates was 95.5 kB; the minimum
size was 89.7 kB; and the maximum size was 109.5 kB.

The metadata in a clubcard is somewhat compressible.
The average gzip-compressed size of one of the 28 delta
updates was 54.3 kB. This corresponds well with the amount
of data that was actually downloaded by Firefox clients, as
the CDN that serves these files is configured to use gzip
compression.

The metadata in a delta update clubcard also has sig-
nificant overlap with the metadata in the clubcards that
preceded it, and this can be leveraged for even better
compression factors. Using zstandard compression (at the
−19 compression level) with the October 31 full snapshot
clubcard as a dictionary, we were able to compress the delta
updates to an average size of 26.0 kB. Firefox does not yet
support the use of zstd compression for clubcards, but this
will be trivial to implement using the HTTP Compression
Dictionary Transport [15].

Partitioning and optimality. A clubcard with a fixed par-
titioning strategy is a type-aware encoder in the sense of
Section 2, so we can compare the encoding efficiency of
clubcards with the lower bound given there. Figures 1 and 2
report lower bounds for the size of 1) generic encodings, 2)
type-aware encodings using partitioning by issuer, and 3)
type-aware encodings using partitioning by issuer and hour
of expiry.

The sizes of the issuer partitioned clubcards reported
in Figure 1 are consistently within 12% of the lower bound
for partitioning by issuer. This is consistent with Equation 4,
which as a function of r is bounded above by 1.13nH

(
r/n

)
when ϵ = 0.02.

Taking data from October 31 as an example, Mozilla’s
CRLite backend observed 903 million live certificates and
8.7 million revoked certificates. With I ranging over issuers,
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Figure 1. The size of Bloom filter cascades and clubcards produced
by Mozilla’s CRLite infrastructure between 2024-10-29 and 2024-11-
11. Lower bound 0 is for unpartitioned data. Lower bounds 1 and 2
correspond to issuer partitioning and issuer-expiry partitioning respectively.
The clubcard data points use issuer partitioning. The data for this plot is
embedded in this pdf.

we found that
∑

i∈I ni H
(
ri/ni

)
was 6.31 MB. For compar-

ison, our aggregator generated a 7.0 MB issuer partitioned
clubcard for this data set, which is 10.9% larger than the
optimum. With I ranging over both issuers and expiry
hours, we found that

∑
i∈I ni H

(
ri/ni

)
was 5.17 MB. This

suggests that we could reduce clubcard size by as much as
17% by switching to issuer-expiry partitioning.

We also computed
∑

i∈I ni H
(
r′i/ni

)
for various index

sets I with r′i being the number of new revocations in the
six hours after the aforementioned October 31 snapshot was
generated. The sum came to 16.8 kB when partitioning by
issuer and 10.2 kB when partitioning by issuer and hour-of-
expiry. Our zstd-compressed issuer partitioned clubcard for
this data set was 22.1 kB, which is 31.5% larger than the
lower bound for issuer partitioning and 116% larger than
the lower bound for issuer-expiry partitioning.

The fact that issuer partitioned clubcards are relatively
far from the lower bound for issuer-expiry partitioning can
be explained by the fact that certificates are most likely to be
revoked shortly after issuance.8 Certificates that are issued
around the same time are likely to have similar expiry dates,
so expiry based partitioning does a reasonably good job of
isolating the certificates that are most likely to be revoked
in a delta update.

Effect of stitching. Our implementation only performs
the simple form of stitching wherein trivial equations are
omitted. Nevertheless, this saves an average of 72 bytes for
each partition block of non-zero rank. The total savings is
approximately 40 kB for issuer partitioned clubcards.

Recompression interval and latency. There are two addi-
tional parameters to the system that we have not discussed
above:

1) the recompression interval: the number of days be-
tween full snapshots, and

8. https://github.com/davidben/merkle-tree-certs/issues/41#
issuecomment-2245218105
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Figure 2. The size of compressed clubcard delta updates produced between
2024-10-29 and 2024-11-11. The clubcards use issuer partitioning. The zstd
line is compressed using a full snapshot from 2024-10-09 as a dictionary.
Lower bounds 0 and 1 corresponds to issuer partitioning and issuer-expiry
partitioning respectively. The data for this plot is embedded in this pdf.

TABLE 1. AVERAGE DAILY DOWNLOAD SIZE ASSUMING THAT FULL
SNAPSHOTS ARE 7.72 MB, THAT 6-HOUR DELTA UPDATES ARE 26.8

KB, AND THAT DELTA UPDATE SIZE SCALES LINEARLY WITH LATENCY.

Recompression interval (days) 20 45 90 180
Latency (hours) 6 12 24 48
Bandwidth (kB / user / day) 493 279 193 150

2) latency: the number of hours between delta updates.
These parameters determine the maximum number of club-
cards that a client may need to query to determine the
revocation status of a certificate. The computational cost of
a query grows linearly with the number of delta updates, so
the cost remains constant if one doubles the recompression
interval and the latency simultaneously.

Mozilla’s current deployment has a recompression in-
terval of 20 days and a latency of 6 hours. Table 5 shows
how the bandwidth requirements of the system change as
the recompression interval and latency are scaled.

6. Discussion

6.1. Comparison with other systems

CRLSets. CRLSets are Google Chrome’s primary revoca-
tion checking mechanism. A CRLSet is a subset of the
issuer–serial number pairs found in CRLs disclosed to
CCADB and/or discovered through certificate transparency.
The exact process by which CRLSets are generated is not
public.9 However, an email10 from Adrian Taylor on July
19, 2024, to the chromium-dev mailing list notes that in Q2
of 2024 Chrome “added support for certificate revocations
due to key compromise to CRLSet”. The email also says
that certificates “revoked with the key compromise reason
code should now be blocked by Chrome clients within 24-
48 hours.” The CRLSet published on October 16, 2024 is

9. https://www.chromium.org/Home/chromium-security/crlsets/
10. https://groups.google.com/a/chromium.org/g/chromium-

dev/c/cMM7RIc1kZI/m/G_MrtVXZAwAJ

540 kB. It contains the issuers and serial numbers of 28669
certificates.

Table 5 already shows that CRLite can deliver all revo-
cations at 6 hour latency for less than 500 kB per user per
day. CRLite can also be tuned to deliver key compromise
revocations at the same latency as CRLSets. Our own survey
of the WebPKI on October 16 found 28575 certificates
revoked with reason code key compromise (about 0.3%
of all revocations). A compressed clubcard encoding these
28575 revocations is 85 kB. On the following day, October
17, we found 28637 key compromise revocations. Of these,
400 were new since the October 16 data set. A clubcard
encoding the 400 new revocations was 3.9 kB after zstan-
dard compression using the previous day’s clubcard as a
dictionary.

With a latency of 24 hours we can use a recompression
interval of 90 days while maintaining performance similar
to the current deployment of CRLite. Assuming an 85 kB
snapshot and 3.9 kB delta updates, CRLite could deliver key
compromise revocations with a bandwidth of 4.8 kB per user
per day. This is a 99% improvement over CRLSets.

Let’s Revoke. The Let’s Revoke proposal of Smith, Dicken-
son, and Seamons [22] would have CAs encode a unique re-
vocation identifier in every certificate that they issue. These
identifiers would contain (1) the certificate’s issuer, (2) the
certificate’s expiry date, and (3) a sequentially assigned
non-negative revocation number. Using this new identifier,
WebPKI revocation data could be distributed as a set of
(compressed) bit vectors, one for each issuer and expiry
date, in which the i-th bit of a vector encodes the revocation
status of a certificate with revocation number i.

Put differently, Let’s Revoke defines a new certificate ex-
tension that facilitates a type-aware encoding of the WebPKI
revocation set partitioned by issuer and expiry date. Club-
card, on the other hand, requires no changes to the WebPKI
and can be used to construct type-aware encodings using
arbitrary partitions. We note that there may be partitioning
strategies that outperform issuer-expiry partitioning.

We can get some sense of the relative performance of
CRLite and Let’s Revoke on synthetic data. To this end, we
have replicated the simulation of Section IV.A of [22]. We
generated 100 random bit vectors of length n = 1, 000, 000
with r = 10, 000 ones, and we compressed them using sev-
eral methods. The optimal encoding is log

(
n
r

)
bits or 10107

bytes. Using xz compression directly on the bit vectors,
as in [22], the average size was 12790 bytes (+27% over
the optimum); using clubcards to encode the corresponding
sets, the average size was 11122 bytes (+10%); and using
Westerbaan’s ncrlite [25] to encode the sets, the average size
was 10245 bytes (+1.4%).

The ∼ 10% overhead that we observed using clubcards
in this simulation is similar to what we observed in Figure 1
using clubcards for real-world data. An instantiation of
Let’s Revoke using Westerbaan’s ncrlite encoding has the
potential to slightly outperform CRLite, however CRLite has
the benefit of being immediately deployable. We leave it to
future work to compare the two systems on real-world data,
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make a full accounting of metadata costs, and compare the
client-side performance of the systems.

6.2. Mass-revocation events

The binary entropy function H
(
p
)

takes a maximum
value of 1 at p = 1/2. As we have seen in the previous
sections, the size of a clubcard is a small constant factor
(< 1.13) larger than

∑
i ni H

(
ri/ni

)
. In the worst-case, a

mass-revocation event would result in there being a large
number of blocks i for which the revocation rate ri/ni is
close to 1/2. As such, the performance of clubcards in a
mass revocation event will depend strongly on how well the
partitioning strategy “isolates” the revoked certificates.

Consider a single issuer with n = 180 M certificates.11

Suppose that these certificates have with 90 day validity
periods, and that this issuer produces 2 M certificates per
day. Suppose further that the revocation rate is 0.1% on all
days preceding a mass-revocation event.

Prior to the mass-revocation event, our hypothetical is-
suer would contribute approximately 1.13 · n · H

(
0.001

)
≈

0.29 MB to an issuer partitioned clubcard (or an issuer-
expiry partitioned clubcard). In the worst-case scenario, the
CA would suddenly revoke half of its certificates and this
contribution would grow to 1.13 · n · H

(
0.5

)
≈ 25.4 MB.

The result is the same whether we partition by issuer or
issuer-expiry as we are assuming a constant revocation rate.

It is unlikely that a CA would spontaneously revoke half
of their certificates. In a more realistic scenario, a CA would
revoke a large fraction of certificates issued during some
temporally-bounded incident. A week-long incident at our
hypothetical CA would affect 14 M certificates. For an issuer
partitioned clubcard, the worst-case is if all 14 M certificates
are revoked. This would increase the revocation rate of the
block to 8.5%, and the issuer’s contribution to the size of
a clubcard would grow to 1.13 · n · H

(
0.085

)
≈ 10.6 MB.

Clubcards partitioned by issuer and expiry would fare better,
as the revoked certificates would cluster by expiry date. The
worst case is if half of the affected certificates are revoked.
With n1 = 14 M certificates with a revocation rate of 0.5
and n2 = 166 M certificates with a revocation rate of 0.001,
we get 1.13 ·

(
n1 ·H

(
0.5

)
+ n2 ·H

(
0.001

))
= 2.24 MB. Of

this, 1.98 MB comes from the mass-revoked certificates.
It is worth noting that the situation improves markedly if

all n1 affected certificates are revoked. The contribution of
our hypothetical CA to an issuer-expiry partitioned clubcard
would then drop to 1.13 ·

(
n1 ·H

(
1
)
+ n2 ·H

(
0.001

))
=

0.27 MB.

7. Conclusion

We have demonstrated that CRLite is more practical than
was previously believed. We close with some prospective
improvements to the system.

11. This hypothetical CA has a number of certificates that is similar to
the Let’s Encrypt R10 intermediate.

7.1. Future work

Dynamic partitioning. Figures 1 and 2 suggest that parti-
tioning by issuer and hour-of-expiry could reduce the size of
clubcards. However, the benefit of this partitioning strategy
is offset by the amount of metadata that it requires. We are
currently investigating techniques for dynamically selecting
a partition that maximizes savings while minimizing meta-
data costs.

Using the leaf index extension in SCTs. Our choice of
metadata for describing the universe U (Section 4.2) has
two undesirable properties.

First, because of the MMD offsets on the timestamp
intervals, there are likely to be certificates that were known
to the aggregator but which cannot be considered to be part
of the universe. We believe that the bulk of the revocation
checks that Firefox users cannot perform with CRLite are
for certificates that were issued within the most recent merge
delay window.

Second, the MMD offsets can introduce false positives
if a CT log violates its merge delay promise12.

Both of these problems would be fixed by the leaf index
extension for SCTs that has been proposed as part of the
Static Certificate Transparency API [23, 24]. Our CRLite
aggregator already tracks the leaf indices that it has seen.
We plan on encoding these indices into clubcards so that
users can switch to an index-based definition of coverage as
the Static Certificate Transparency API gains traction.

Avoiding full snapshots. The only reason to publish full
snapshots is to reduce the number of clubcards that a client
needs to retain in order to have a fresh and complete view
of the WebPKI revocation set. We are motivated to keep this
number small because of client-side computational costs.

Certificates in the WebPKI have validity periods of no
more than 398 days [7]. As such, a collection of delta update
clubcards spanning the most recent 398 day period covers
all of the non-expired certificates in circulation; and a client
can discard delta updates and full snapshots that are older
than 398 days.

We believe that we could avoid publishing full snapshots
entirely if the maximum validity period was reduced to 90
days. Assuming 26.8 kB delta updates, as in Table 5, the
bandwidth requirements of CRLite would then drop to 107
kB per user per day.

Improved ribbon filters. The average overhead for a club-
card is ∼ 12%. Much of this is due to the intrinsic over-
head for two-level cascades, which comes from integrality
constraints, but there is also the ϵ parameter for ribbon
filters. While our implementation uses ϵ = 0.02, state of
the art implementations such as [5, 10] can achieve sub-1%
overhead.

12. This may be seen as a positive aspect of the system, as it means that
CRLite can be used as a crude form of SCT auditing. We leave it to future
work to refine this into a more robust SCT auditing mechanism.
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Appendix A.
Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

A.1. Summary

The paper describes underlying primitives, lower-bounds
of data size, and benchmarks the improvements over CRLite.
Furthermore, the proposed clubcard-based CRLite has been
deployed as the default revocation-checking mechanism in
Mozilla’s Firefox Nightly browser.

A.2. Scientific Contributions

• Addresses the long-standing challenge of efficiently
delivering certificate revocation information.

• The paper thoroughly evaluates the proposal.
• The real-world impact is further demonstrated by the

deployment of the scheme for Firefox nightly builds.

A.3. Reasons for Acceptance

• The paper presents an important contribution to the
web PKI ecosystem by notably improving revocation
mechanisms.

• The paper combines recent cryptographic advances
in an efficient and robust way, improving notably on
earlier work.

• The proposed scheme has been thoroughly evaluated.
Together with the ongoing real-world deployment,
this highlights the relevance and applicability of
the proposed scheme beyond a purely academic en-
deavor.

A.4. Noteworthy Concerns

• The papers’ empirical evaluation does not material-
ize its full potential by focusing on a small set of
atomic metrics.

• The paper could be notably stronger by including
a background section that is more accessible to the
topic-diverse audience of the IEEE Symposium on
Security and Privacy.
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		time		cascade		clubcard		lower_bound_none		lower_bound_issuer		lower_bound_issuer_expiry

		2024-10-29 18:00:00		15278952		7071961		8936233		6369156		5204816

		2024-10-30 0:00:00		15255871		7051544		8922374		6352697		5193161

		2024-10-30 6:00:00		15232656		7054664		8910106		6343237		5187562

		2024-10-30 12:00:00		15204491		7030530		8894910		6335180		5184347

		2024-10-30 19:00:00		15179490		7041174		8878508		6325200		5177459

		2024-10-31 1:00:00		15172575		7004076		8876239		6312808		5168884

		2024-10-31 12:00:00		15123823		6997905		8849969		6307919		5165587

		2024-10-31 18:00:00		15086523		6986227		8830883		6296004		5157912

		2024-11-01 0:00:00		15061491		6969214		8815272		6282997		5149281

		2024-11-01 6:00:00		15041312		6957563		8804655		6273684		5144459

		2024-11-01 12:00:00		15003076		6949356		8784279		6267070		5143281

		2024-11-01 18:00:00		14950157		6934365		8758779		6254621		5135894

		2024-11-02 0:00:00		14923640		6915387		8742704		6238210		5125131

		2024-11-02 6:00:00		14899279		6904027		8728774		6228358		5120165

		2024-11-02 13:00:00		14862707		6876443		8708667		6205886		5106837

		2024-11-03 0:00:00		14796797		6859115		8673752		6189010		5094585

		2024-11-03 5:00:00		14757548		6861578		8653055		6182550		5092047

		2024-11-03 11:00:00		14719771		6835463		8631166		6168541		5082979

		2024-11-03 17:00:00		14675363		6818138		8607435		6153587		5073400

		2024-11-04 0:00:00		14642359		6784778		8590776		6127283		5055945

		2024-11-04 12:00:00		14581664		6783835		8558108		6105850		5044778

		2024-11-04 18:00:00		14552261		6749020		8542509		6096262		5038982

		2024-11-05 0:00:00		14527721		6739588		8529780		6088316		5034113

		2024-11-05 12:00:00		14453496		6709120		8488828		6061301		5017576

		2024-11-05 18:00:00		14415024		6691645		8465752		6046264		5009492

		2024-11-06 00:00:00		14364788		6673128		8441354		6029792		4997899

		2024-11-06 06:00:00		14347065		6663577		8429636		6021934		4994159

		2024-11-06 12:00:00		14308522		6647016		8409035		6008382		4985254

		2024-11-06 18:00:00		14275657		6662558		8391547		5998075		4979261

		2024-11-07 00:00:00		14259771		6645100		8380374		5988847		4971994

		2024-11-07 06:00:00		14259142		6627137		8383184		5990509		4973474

		2024-11-07 12:00:00		14253343		6644156		8378215		5987854		4970521

		2024-11-07 19:00:00		14214886		6607694		8354932		5973361		4961498

		2024-11-08 00:00:00		14192879		6599332		8343301		5966863		4958668

		2024-11-08 06:00:00		14163490		6588215		8325493		5956035		4952411

		2024-11-08 12:00:00		14128536		6573583		8306289		5943809		4944922

		2024-11-08 18:00:00		14088066		6556374		8283844		5928725		4935642

		2024-11-09 00:00:00		14066327		6546949		8269436		5919927		4932534

		2024-11-09 06:00:00		14022878		6528366		8245069		5904398		4921325

		2024-11-09 12:00:00		14001432		6519971		8231942		5896569		4920380

		2024-11-09 18:00:00		13949465		6496731		8202933		5876585		4906903

		2024-11-10 00:00:00		13917359		6483491		8184147		5864661		4897414

		2024-11-10 06:00:00		13888218		6469170		8166519		5852812		4891400

		2024-11-10 12:00:00		13849725		6453610		8144081		5838090		4882367

		2024-11-10 19:00:00		13794577		6429866		8113294		5817758		4870090

		2024-11-11 00:00:00		13763376		6416175		8094785		5805074		4862149

		2024-11-11 06:00:00		13722419		6400552		8072712		5790105		4852457




		time		delta		delta_gzip		delta_zstd		lower_bound_none		lower_bound_issuer		lower_bound_issuer_expiry

		2024-10-29 13:00:00		91208		50290		22391		21038		16531		9549

		2024-10-29 19:00:00		96832		56092		28294		28079		21655		12487

		2024-10-30 1:00:00		96152		55463		27708		25502		21041		12917

		2024-10-30 7:00:00		105041		64184		36369		34273		29590		19908

		2024-10-30 13:00:00		91489		50387		22573		20884		16815		10166

		2024-10-30 20:00:00		97842		56967		29140		28667		22479		13329

		2024-10-31 1:20:00		96458		55607		27764		25832		21203		13040

		2024-10-31 13:00:00		92091		50918		23068		21622		17050		9976

		2024-10-31 19:00:00		96835		55929		28064		27525		21365		12326

		2024-11-01 1:00:00		98307		57526		29683		27899		22842		13774

		2024-11-01 7:00:00		109515		68273		40445		38916		33777		24411

		2024-11-01 13:00:00		92115		50868		22987		21463		17087		9846

		2024-11-01 19:00:00		95955		54896		27032		26305		20719		11718

		2024-11-02 1:00:00		96843		55994		28128		26123		21511		13139

		2024-11-02 7:00:00		100139		58625		30877		29070		24778		16250

		2024-11-02 13:20:00		90059		48367		20616		19279		15297		8637

		2024-11-02 20:00:00		93266		52284		24454		23241		18358		10030

		2024-11-03 1:00:00		101162		60054		32274		29768		25879		17444

		2024-11-03 6:00:00		89890		48511		20602		19089		15195		8811

		2024-11-03 12:00:00		89666		48044		20377		19196		15071		8594

		2024-11-03 18:00:00		92770		51697		23945		21871		17740		10392

		2024-11-04 0:20:00		90458		49240		21553		19720		15720		8808

		2024-11-04 6:00:00		99074		57963		30305		27771		23801		15706

		2024-11-04 12:20:00		100595		59417		31712		29419		25234		17063

		2024-11-04 18:20:00		101292		60606		32856		31829		25397		15493

		2024-11-05 0:20:00		91532		50344		22548		19784		16413		9664

		2024-11-05 7:00:00		94261		53011		25223		23813		19034		11408

		2024-11-05 12:20:00		90149		48799		21051		19006		15122		9043

		2024-11-06 0:15:00		90245		48884		20604		18948		15254		8710

		2024-11-06 6:15:00		101396		60171		31951		30638		25938		16821

		2024-11-06 12:15:00		90812		49539		21336		19898		15919		9458

		2024-11-07 0:15:00		91356		50136		21911		22066		16291		8807

		2024-11-07 6:00:00		99289		57962		29752		27781		23481		15711

		2024-11-07 12:15:00		90996		49356		21191		19254		15304		8798

		2024-11-08 0:00:00		102820		61840		33702		32862		26204		16153

		2024-11-08 6:00:00		97916		56208		27973		25888		22029		14406

		2024-11-08 12:00:00		92183		50358		22154		20496		16217		9161

		2024-11-08 18:00:00		91463		49823		21565		19990		15563		8741

		2024-11-09 0:00:00		100751		59628		31384		30980		24080		14140

		2024-11-09 6:00:00		101663		59659		31463		29624		25184		16428

		2024-11-09 12:00:00		89846		47806		19628		18231		14172		7828

		2024-11-09 18:45:00		94091		52880		24736		23895		18182		9761

		2024-11-10 6:00:00		89827		47924		19837		17969		14351		7933

		2024-11-10 12:00:00		93170		51626		23656		21859		17412		10121

		2024-11-11 0:00:00		102186		60668		32665		31005		25976		16344

		2024-11-11 6:00:00		88322		46644		18576		16417		13026		7156



